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Hidden in plain sight 
Demystifying the role of data analytics in investigations 
 
We have reached an inflection point in the evolution of technology in the legal and regulatory space 
whereby relationships between individuals, entities, and even devices have become the focal point 
of investigative data analytics. These evolving trends provide an opportunity to draw insights from 
third parties, financial transactions, and social media networks—so what’s stopping us?   

The mystique 

Machine learning, artificial intelligence (AI), and robotics process automation (RPA) are familiar 
buzzwords. Mix in big data, text analytics, and predictive modeling and display the results on a 
dynamic dashboard…now we’re talking. Can your data-driven solution be delivered in a cloud-
based environment, with application programming interface (API) and secure file transfer protocol 
(sFTP) for seamless data transfer?   

As overwhelming as it may seem, if you want to leverage data and use data analytics to support an 
investigation, dispute or regulatory inquiry, knowing the answer to those questions are, in fact, 
necessary. According to Gartner’s Top 10 Trends for Data and Analytics in 2020,1 by the end of 
2024, 75% of enterprises will shift from piloting to operationalizing AI. Gartner also suggests that by 
2022, public cloud services will be essential for 90% of data and analytics innovation.  

So, why do data analytics play such an enigmatic role in today’s investigations? Perhaps it’s the 
misperception that data analytics is a stand-alone “service” as opposed to a more effective, 
efficient, and comprehensive approach enabled by technology, process automation, and 
professional expertise. Or, it could be simply that data is ubiquitous and only trained eyes are able 
to see beyond the disguise. Reports, testimonies, opinions, observations and yes, even social 
media posts are underpinned by rapidly accumulating data just waiting to be analyzed. See our 
Insights “Using social media analytics to enhance M&A due diligence.” 

 
1  Kasey Panetta, “Gartner Top 10 Data and Analytics Trends for 2021,” February 22, 2021,  

https://www.gartner.com/smarterwithgartner/gartner-top-10-data-and-analytics-trends-for-2021/. 

https://www.crai.com/insights-events/publications/using-social-media-analytics-to-enhance-ma-due-diligence-2/
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Historical significance 

The concept of integrating people, process, and technology (PPT), introduced by Harold J. Leavitt,2 
was widely adopted as a legitimate framework in the 1990s as the information security industry 
took off. The effectiveness of each PPT component is largely reliant upon the successful 
integration of the others, and in the case of applying data analytics as an investigative tool, 
technology is only as effective as the people using it and the process designed to implement it. 

Roughly since the turn of the century, and furthered by the passage of the Sarbanes-Oxley Act of 
20023 which emphasized the importance of systems controls, data analytics established a 
permanent foothold in the lexicon of regulators, financial statement and systems auditors, and 
corporate executives. The recognition of what was coming—worldwide digital transformation and 
astonishing growth in accessible data volume—kickstarted a revolution that continues today.   

Software companies started popping up like lemonade stands, industry conferences touted the 
“next big thing” in data analytics. C-suite executives wanted to show regulators, investors, and 
employees that they were at the forefront of identifying and eliminating fraud, waste, and abuse. 
Reputation and regulatory scrutiny aside, the prospect of using data analytics to reduce 
unnecessary costs was an attractive value proposition.  

Over the next two decades, however, data and 
analytics technology evolved at a much quicker  
pace than the efforts of companies to adopt it.  
Some companies were left behind, holding on to 
costly investments that never realized their intended 
return. One reason for the disparity between 
technology evolution and business integration is 
the onerous task of data collection and organization, 
a process that comes with an unexpected burden  
that leaves stakeholders second-guessing their 
decisions—but why?   

A 2016 Forbes article4 references a CrowdFlower 
survey of data scientists who reported that 80% of  
the time spent on data analytics can be attributed to 
identifying, collecting, and organizing data prior to  
any meaningful analysis. Although many software 
companies have endeavored to flatten this ratio,  
some more successful than others, the time and  
cost associated with these critical steps have  
proven enough to limit progress by corporations  
and regulators alike.  

 
2  In his paper “Applied Organization Change in Industry,” Leavitt came up with his model for creating change in an 

organization, https://www.smartsheet.com/content/people-process-technology. 
3  See H.R. 3763 – Sarbanes-Oxley Act of 2002, https://www.congress.gov/bill/107th-congress/house-bill/3763. 
4  Gil Press, “Cleaning Big Data: Most Time-Consuming, Least Enjoyable Data Science Task, Survey Says,” Forbes, May 23, 

2016, https://www.forbes.com/sites/gilpress/2016/03/23/data-preparation-most-time-consuming-least-enjoyable-data-
science-task-survey-says/?sh=1ecba99c6f63. 

https://www.smartsheet.com/content/people-process-technology
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One of three key components to Leavitt’s framework is the people (i.e. data analysts) who  
facilitate the collection, cleansing, validation, and analysis also possess a deep understanding  
of the business issues at stake. These are professionals with a unique ability to draw insightful 
connections between the raw data inputs and output results and derive meaningful observations  
to inform the end users. The demand for these talents, however, continues to outpace supply,  
with the role of data analyst topping the World Economic Forum’s 2020 list of emerging jobs.5 

Data analysts are often mistakenly referred to as data scientists—a relatively new term that 
purports to rebrand professionals who use statistics and algorithms to analyze data, rather than 
just, well…logic. When and why did this rebranding occur? Perhaps following the successful 
transition of “information security” to “cybersecurity” sometime after the 2008 financial crisis—yet I 
digress. Data science is a “thing”, no doubt, but it’s not always necessary to engage a data scientist 
to look for evidence of wrongdoing. 

So, how then does one differentiate the roles of a data analyst and a data scientist in the context  
of an investigation or regulatory inquiry? All investigations and inquiries typically require a 
retrospective view, thus necessitating a search or quantification of known variables and rules-
based searches for anomalous transactions. These efforts are the bailiwick of an experienced data 
analyst, in conjunction, of course, with the appropriate level of forensic analysis and investigations 
expertise. In many cases, companies will seek to prevent fraud, waste and abuse, either by 
direction of a regulatory body or an effort to improve business practices going forward. Proactive, 
or preventative measures use results from prior investigations to develop algorithms that continue 
to learn from the model, producing more refined and targeted results—enter the data scientist.  

The integrated investigation 

“Investigation” is a word so prevalent in our everyday vernacular that the US Department of Justice 
doesn’t include it in its glossary of legal terms.6 For the definition of a term to be so ingrained, this 
must imply broad understanding and consistent application. If the root word, defined by Merriam-
Webster as “observe or study by close examination and systematic inquiry,” is so simple and 
straightforward, why does each of the components underscore vastly different perspectives? The 
definition indicates separate, but related concepts that, when effectively integrated, should produce 
the truth, however the practical execution of an investigation requires quite a bit of coordination and 
conformity to legal procedures.   

Whether the focus is on fraud, bribery, corruption or compliance, or a dispute necessitating  
an expert report and testimony, the need for transactional forensic analysis is more important than 
ever. This is primarily because of the growth in data volume, disparate operational and financial 
accounting systems, and the expanding global reach of corporations.  

Thanks to digital transformation, today’s forensic accountant looks a bit different than in 
generations past. They are more technically savvy; more appreciative of the complexities that 
underpin accounting systems; more understanding of how transactions are entered, stored, and 
extracted from these systems so that they can more effectively track and trace (i.e. “follow the 
money”). Gone are the days of accountants reconciling debits and credits on a physical ledger. 
Today’s professionals work side by side with data analysts to reconcile, analyze, and interpret 

 
5  World Economic Forum, “The Future of Jobs Report,” October 2020, 

http://www3.weforum.org/docs/WEF_Future_of_Jobs_2020.pdf. 
6  https://www.justice.gov/usao/justice-101/glossary#i. 
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massive and complex data sets. Next generation forensic accountants will be immersed in 
blockchain7 technology to accomplish the same tasks, but that’s topic for another day. 

Depending on the industry and focus of the analysis, size and complexity of data varies greatly. A 
Foreign Corrupt Practices Act (FCPA) investigation into a large manufacturing or pharmaceutical 
company, for example, likely requires financial transaction data from an Enterprise Resource 
Planning (ERP) system. Supply chain data may need to be analyzed along with financial transactions 
to address a US Export Controls8 or sanctions violation inquiry for a global telecommunications or 
industrial products company. One might need to collect troves of banking and payments data in order 
to effectively investigate potential fraud at a FinTech or eCommerce company.  

Regardless, the detailed examination of data, analysis of patterns and anomalies, and traditional 
investigative research go hand-in-hand, culminating in a more well-informed, efficient and cost-
effective outcome to each of these types of matters. Is the integrated investigation a new concept 
or simply a rebranding of tried and true solutions? The components: data analytics, forensic 
analysis, and investigative due diligence are not new, but how we logically and efficiently weave 
these skillsets together may just be.   

As they say, the devil’s in the details—one of the most overplayed, yet under-appreciated clichés of 
our time—you just need to know where to look and what tools to bring on your expedition.   

The fundamentals apply 

“Forget about the crowds, the size of the school, their fancy uniforms…focus on the fundamentals.” 
Coach Norman Dale in Hoosiers (1986) 

Sure, Coach Dale uttered these inspirational words to motivate his small-town basketball team 
before taking on the seemingly insurmountable task of reaching the state finals, but that’s not far off 
from the message here. Today’s investigations rarely, if ever, escape the clutches of technology—
nor should they. Far be it for an attorney to make an argument without transactional data, emails or 
other electronically stored information underpinning their stance.   

Whether or not it’s widely accepted or understood, data and analytics are now woven into  
the fabric of legal and regulatory professional services. Not too long ago, introducing data analytics 
into an investigation required significant coordination and preparation, as the technology and 
capabilities were often viewed as a siloed specialty “add on.” Nowadays, data analytics specialists 
have a reserved seat at the table early in the process; the value of a strong investigation plan 
centered around carefully curated analyses cannot be underestimated.    

As the underlying technology constantly evolves, and our next generation of professionals are 
more skillfully equipped—including regulators, forensic accountants and attorneys—analytics will 
continue to disrupt the legal industry for years to come,  albeit with increased acceptance and 
understanding. Training will be more accessible, tools will be more approachable, and data will be 
more digestible. 

Ignore the hype, block out the noise and focus on the investigation. Data is fundamental. 

 
7  Luke Conway, “Blockchain Explained,” Investopedia, updated November 17, 2020, 

https://www.investopedia.com/terms/b/blockchain.asp. 
8  International Trade Commission, US Export Controls, https://www.trade.gov/us-export-controls. 
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