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Select a secure standard 

Choose a secure, accessible  videoconferencing software platform and make its use a requirement. 
While convenience and a rich feature set are key considerations in selecting a  videoconferencing 
tool, the primary concern should ultimately be security. To that end, use multi-factor authentication, 
unique meeting passwords, and individual admission protocols.

Offer a secondary option

As organizations increasingly employ an on-site and remote workforce simultaneously, where 
videoconferencing software is a critical application, it is essential for employees to have a secondary 
option if the primary tool fails for whatever reason, including due to a security or privacy breach.

Promote your policies

Clarity and transparency are essential when offering employees new tools. Consider establishing  
or updating your acceptable use and privacy policies to account for the increased deployment of 
videoconferencing technology. Additionally, remind employees that despite its ease of access, they 
should only participate in events on these platforms through the organization’s virtual private network 
or another trusted gateway.

Display strong information hygiene

Videoconferencing tools lend themselves to undetectable information gathering, from screen 
captures to unauthorized recordings, both of which could be produced later, so contributors and 
hosts should exercise appropriate data hygiene. Monitor meeting attendees, cross-reference 
invitations with participants, and confirm the identity of unknown, unseen individuals. To seamlessly 
execute on these efforts, master the videoconferencing platform controls to quickly mute, dismiss,  
or block uninvited guests.

Make it business, not personal so use work-related credentials

Lawyers and legal professionals should use work-related videoconference tools with their business 
credentials to avoid discovery requests that require the collection of their personal information.
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Beware of automated recording and chat preservation

Many videoconferencing systems allow the administrator to designate whether to automatically 
record the discussion and to save the chat messages. Both become discoverable records that the 
organization may need to preserve and/or produce in the event of litigation. If the volume of calls 
permits, consider whether your team can simply record when necessary.

Update your retention policy

Videoconference recordings are similar to any other digital files in that they are subject to your 
organization’s records retention policy. Consider either updating your policy to exclude them, 
designate them for a unique retention period with a set destruction period, or maintain them in 
accordance with the pre-existing agreement. A properly drafted retention policy may allow you to 
legitimately destroy records after a suitable time and remove the recordings from any relevant 
discovery obligations.

Recognize that recording may be restricted

Given that videoconferencing tools may be subject to user error it is essential to provide a disclaimer 
that gives legal notice to attendees and ensure that they all understand that consent to record laws 
vary by state. The host should not rely on one-party consent rules and should instead announce an 
intention to record with a request for objections.

CRA’s forensic services team offers expert guidance to ensure your organization can manage and respond to 
requests for unique data sources. To continue the conversation, please contact:

Miri Davidson  |  Principal, Forensic Services
+1-212-520-7282  |  mdavidson@crai.com

CRA’s Forensic Services Practice – including our digital forensics, eDiscovery, and cyber incident  
response lab – is certified under ISO 27001 standards. The Practice has been recognized by National 
Law Journal, Global Investigations Review, and ranked by Chambers. Operating from ten countries 
around the world, CRA’s clients include 94% of the Am Law 100 and 80% of the Fortune 100.


